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| HEALTH CENTER CYBERSECURITY READINESS

15 Measures That
Protect Your Mission

A board-ready checklist to defend patient data, federal funding, and
continuity of care — written for health center leaders, not just IT teams,
and aligned to HIPAA, HRSA, and FTCA expectations.

health centers will suffer a of those breaches hit small & were preventable with
cyber breach this year. mid-size health centers. today's technology and
controls.

6 No margin, no mission. A single breach can threaten both — the trust of the
patients and community you serve, and your center's ability to keep its doors
open.

Use this as a working self-audit. Check each control your center has fully in place. 15-POINT CHECKLIST



CYBERSECURITY CHECKLIST

Governance, Identity &
Access

FRHCT

=== GOVERNANCE & ACCOUNTABILITY 01-04

O

Cybersecurity Policies & Controls

Documented policies, procedures, and controls

that satisfy HIPAA, HRSA, and FTCA

requirements and stand up to an audit.

Third-Party Risk Assessments

Quarterly independent security assessments that

R

does.

find and fix vulnerabilities before an attacker

When was your last third-party security

assessment?

IDENTITY & ACCESS 05-08

Access Control

O

Regular review of users, folders, and system

permissions so the right people — and only the

right people — can reach sensitive data.

Password Management

A robust password manager that secures

access at the front door.

AUDIT-READY BY DESIGN

Mapped to the frameworks
that matter

FQHCIT - Cybersecurity Checklist for Health Centers

credentials, kills reuse, and stops unauthorized

HIPAA Security Rule

HHS 405(d) HICP

Q

HRSA Requirements

Governance & Oversight

Clear security KPIs and routine reporting
reviewed by IT, the leadership team, and the
board — so accountability lives at the top.

Does your board see security metrics on a set
cadence?

IT & Al Management Systems

Proactive monitoring and strategic IT/Al
management that reduces downtime, saves staff
time, and lowers daily stress.

Multi-Factor Authentication

MFA across all systems — especially email, EHR,
networks, and financial platforms — so a stolen
password isn't enough to getin.

Zero Trust Principles

Never assume trust inside or outside the network
— always verify identity and device before
granting access to anything.

FTCA Deeming
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NIST CSF



Defense, Detection &
Resilience

FQHC T

DEFENSE & DETECTION 09-12

Multi-Layer Security Fortress

Layered defenses across every attack vector —
©  IPs, IDS, EDR, MDR, XDR, and DNS filtering &
working together.

Encryption

Strong encryption for patient and organizational
6 data at rest and in transit — email, devices, and @
especially mobile.

PEOPLE & RESILIENCE 13-15

Security Awareness Training

Ongoing staff training and phishing testing that
< tuns your team into a knowledgeable frontline @
defense.

Disaster Recovery Testing

Monthly testing and simulated recovery drills so
C' services are restored fast — with incident
response plans documented in detail.

YOUR NEXT STEP

Turn unchecked boxes into a plan.

Book a confidential strategy session. We'll review your
checklist, prioritize the gaps that matter most, and map a path
to a defensible, mission-ready security posture.

SIEM & SOC Monitoring

Security Information & Event Management with a
Security Operations Center for real-time
detection and rapid incident response.

Physical Security

Strong physical safeguards protecting servers,
devices, and sensitive areas from unauthorized
in-person access.

Air-Gapped & Immutable Backups

Back up everything — including Microsoft 365
and email — to redundant, air-gapped,
immutable storage that ransomware can't touch.

How to read your score

Tally your checked boxes. 13-15 = strong posture
- 9-12 = gaps to close - 8 or fewer = high risk.
Every unchecked box is an open door.
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