CYBERSECURITY GOVERNANCE - FREE RESOURCE

Questions E FQHC
Leadership Team & FQHC T

You don't have to be technical to govern cybersecurity. You have to ask the right questions —
and recognize a weak answer when you hear one. Bring these to your next leadership or board
meeting.

One rule for every answer below: ask for proof.

A verbal "yes" isn't enough. Require documentation and reports — stored so they cannot be altered after the

fact. In an OCR investigation, unalterable records are what turn “we did" into “we can prove it."

=== GOVERN Questions1-3

1 Do we have a current security risk analysis — and are we acting on it?

STRONG “Completed in the last 12 months by an independent firm, with a tracked remediation plan.”
ANSWER

WORRYING  "“We did one a while back,” or “I'd have to check.”

>  Who owns cybersecurity, and how often does the board see security metrics?
STRONG “A named leader or vCISO reports a short KPI dashboard to the board on a set cadence.”
ANSWER
WORRYING  “IT handles it — it doesn't really come to the board.”

3 Are our policies mapped to HIPAA, HRSA, and FTCA — and do staff follow them?
STRONG "Documented, reviewed annually, and we test that staff actually follow them.”
ANSWER

WORRYING  “We have policies somewhere.”

=== PROTECT Questions4-6

4 Is multi-factor authentication on 100% of email and EHR access — including vendors?

STRONG "Every account, every critical system, no exceptions.”
ANSWER

WORRYING  “Most systems,” or “not on email.”

5 How do we control who can reach PHI, and how often is access reviewed?
STRONG “Least-privilege access, reviewed regularly, removed promptly when roles change.”
ANSWER

WORRYING  “"Most staff can see most things.”

( s sensitive data encrypted everywhere — laptops, phones, and email?

STRONG "Encrypted at rest and in transit across all devices, especially mobile.”
ANSWER

WORRYING  "On the servers, | think."”
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Detect, Respond & FQHC T

DETECT Questions7-9

If we were breached tonight, how would we find out — and how fast?

STRONG “Monitoring would alert us within hours, and we'd contain it the same day.”
ANSWER

WORRYING  “We'd probably hear from a vendor or a patient.”

Do we have 24/7 monitoring (SIEM/SOC), or only business-hours coverage?

STRONG “Continuous monitoring with a SOC watching nights, weekends, and holidays."
ANSWER

WORRYING  “Our IT team checks during the day.”

How do we vet the security of vendors who touch our data (billing, EHR, cloud)?

STRONG “Signed BAAs and a real security review before and during each engagement.”
ANSWER

WORRYING  “We trust them — they're a big company.”

RESPOND Questions10-12

Do we have a written incident response plan — and have we tested it?
STRONG "Documented, with named roles, and rehearsed in a tabletop exercise.”
ANSWER

WORRYING  “We'd figure it out if it happened.”

Can we fully restore from backup — and when did we last prove it?

STRONG "Air-gapped, immutable backups with a successful restore test in the last 30 days.
ANSWER

WORRYING  “We have backups"” — with no recent restore test.

Do we have cyber insurance — and do we actually meet its requirements?

STRONG "Yes, and we've confirmed we meet every control the policy requires.”
ANSWER

WORRYING  “We have a policy” — without knowing its conditions.

How to read the answers: a strong answer always comes with proof — documentation and reports you can produce
on demand, stored so they can't be altered. Every "worrying" answer — or any answer with no records behind it —is a
gap to assign, with an owner and a date.

YOUR NEXT STEP
Not sure how your team would answer? _

We'll sit with your leadership, answer these twelve honestly,
and turn every gap into a prioritized plan — in plain English, built
for health centers.

1-305-791-62606

info@fghcit.org - www.fghcit.org
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