6 Security KPIs Every FQHC
Need to Track

FQHC T

You don't need to be technical to provide real oversight. You need six numbers, a healthy target for

each, and the one question to ask when a number looks wrong. 99% of breaches are preventable —
oversight is how prevention happens.

o1 Critical Vulnerability Remediation

PATCH What it measures: how quickly known security holes get fixed once they're discovered. Unpatched systems are
the most common way attackers walk straight in to patient data.

HEALTHY SIGNAL RED FLAG
95%+ of critical patches applied within 14 days; the No patch reporting at all, or a growing pile of
backlog is small and shrinking. unaddressed “critical” items.

"What's our critical-patch backlog right now, and how old is the oldest one?"

02 Phishing Simulation Failure Rate

PEOPLE What it measures: the share of staff who click a fake (test) phishing email. Phishing is the #1 way healthcare
breaches begin — your team is the front line.

HEALTHY SIGNAL RED FLAG
Click rate trending down and under 5%; every No phishing testing, or a click rate above 10% with
employee trained on a set schedule. no plan to improve it.

"What was our last phishing-test click rate, and is it improving?”

03 Backup Success & Restore-Test Rate

IO What it measures: whether data is actually backed up — and whether it can truly be restored. An untested
backup is a guess, not a safety net.

HEALTHY SIGNAL RED FLAG
100% backup success; a real restore tested Backups never test-restored, or email/M365 not
monthly; backups air-gapped & immutable, including backed up at all.

Microsoft 365 and email.

"When did we last successfully restore from backup in a test?”
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The Numbers & FQHC T

04 Mean Time to Detect & Respond

SPEED What it measures: the gap between an attacker getting in and your team catching and containing them. In
healthcare, breaches go undetected for 279 days on average — and dwell time is damage.

HEALTHY SIGNAL RED FLAG
24/7 monitoring (SIEM/SOC); threats detected in No continuous monitoring — you'd likely first hear of
hours and contained the same day. a breach from an outsider.

"If we were breached tonight, how would we know — and how fast?”

05 MFA Coverage on Critical Systems

IRl Whatit measures: how much of your environment requires a second factor beyond a password. Stolen
passwords are a top attack vector; MFA stops most of them cold.

HEALTHY SIGNAL RED FLAG
100% MFA on email, EHR, remote access, and Any critical system — especially email or the EHR —
financial systems — staff and vendors alike. reachable with just a password.

“Is MFA on 100% of our email and EHR access, including vendors?"

Wl Open Risk & Audit Findings (and Their Age)

RISK What it measures: the running list of known gaps from your security risk analysis — and whether they're being
closed. OCR's top enforcement target is failure to act on a risk analysis.

HEALTHY SIGNAL RED FLAG

A current risk analysis on file; findings tracked with No current risk analysis, or findings that roll over
named owners and due dates; none aging past 90 from one assessment to the next.

days.

"What's our oldest open risk finding, and who owns closing it?"
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Ata Glance & FQHC T

Keep this page where the board can see it. One number per KPI, one target to compare against,
and a simple rhythm for the monthly review.

THE KPI HEALTHY MONTHLY TARGET

Critical Vulnerability Remediation 95%+ of critical patches applied within 14 days
Phishing Simulation Failure Rate Trending down and under 5%

Backup Success & Restore-Test Rate 100% success; restore tested monthly

Mean Time to Detect & Respond 24/7 monitoring; contained same day

MFA Coverage on Critical Systems 100% on email, EHR, remote & financial

Open Risk & Audit Findings Current risk analysis; none aging past 90 days

How to run the 15-minute monthly review

1. Ask for one dashboard. All six KPIs on a single page, with last month's number beside this month's.
2. Watch the trend, not just the value. A number moving the wrong way matters more than any single reading.

3. Assign an owner to every red flag — with a date — and track it until it closes.

One rule behind every KPI: ask for proof.

A verbal "yes" isn't enough. Require documentation and reports — stored so they cannot be altered after the
fact. In an OCR investigation, unalterable records are what turn “we did" into “we can prove it."

YOUR NEXT STEP

Want this as a live dashboard? _

We build the monthly KPI dashboard for you and brief your

- B -
board in plain English — so oversight takes minutes, not 1-305-791 6266
meetings info@fghcit.org - www.fghcit.org
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