What a Cyber Breach
Costs a Health Center

FQHC T

$¢42M

Average U.S. healthcare breach —
the costliest of any industry, 14
years running.

279

Days to detect & contain a
healthcare breach — longer than
any other sector.

$2.10Mm

Max HIPAA penalty per violation
type, per year — before legal and
state actions.

Healthcare has been the most expensive sector for data breaches every year for over a decade. For a community health center,

those dollars come straight out of the mission.

WHERE THE MONEY ACTUALLY GOES
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Downtime & lost revenue

Locked systems and a frozen EHR
can halt visits, billing, and 340B for
days — most organizations need 100+
days to fully recover.
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Forensics & remediation

Incident responders, forensic
investigation, rebuilding systems, and
the overtime your team burns
recovering instead of serving
patients.
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Breach notification

Notifying every affected patient, plus
credit monitoring, call-center support,
and mailing costs — at scale, for
thousands of records.
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Insurance fallout

Cyber-insurance premiums rise
sharply after a claim — and renewal
may demand controls you'll have to
fund immediately.

OCR fines & legal

HIPAA penalties, an OCR investigation
(risk-analysis failures are their #1
target), state attorney-general
actions, and class-action exposure.
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Patient trust & attrition

Patients who feel their information
wasn't safe may go elsewhere —
eroding the community relationships
your mission depends on.

The cheapest part of a breach is preventing it.

Why it hits an FQHC harder

HRSA & funding: incidents can trigger scrutiny that

touches your grant standing.

340B continuity: downtime can interrupt the program

that sustains margin.

Patients first: when systems go dark, the people who
can least afford a gap in care feel it most.

reporting.
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FTCA coverage: compliance lapses raise hard questions
about deeming.

UDS reporting: lost or locked data complicates required

Thin margins: no margin, no mission — an unplanned
seven-figure hit is existential.
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The Clock Starts the

They're In RHCT

A breach isn't a single bad day — it's a sequence that unfolds over months, with a regulatory
clock running the whole time. Here's the path most health centers travel.

They're already inside
On average, a healthcare intrusion goes unnoticed for months. Attackers quietly map your network and reach toward PHI.

Systems may lock

Ransomware can freeze the EHR, email, and scheduling. Clinical and billing operations are disrupted — sometimes patient
care itself.

Containment & forensics

You isolate systems, call counsel and insurers, and begin forensics — often while running on paper and pulling staff off their
normal work.

The notification clock

HIPAA's Breach Notification Rule requires affected individuals to be notified without unreasonable delay; breaches of 500+
are reported to HHS and the media.

Regulators arrive
OCR opens an investigation — with risk-analysis adequacy as its leading focus — and state attorneys general may follow.

The long tail

Most organizations are still recovering past 100 days. Premiums rise, funders and HRSA ask questions, and rebuilding
patient trust takes longest of all.

YOUR NEXT STEP

99% of this is preventable. —

Nearly all breaches could be stopped with today's controls.
Let's find your gaps before someone else does —in a
confidential strategy session built for health centers.

1-305-791-6266

info@fghcit.org - www.fghcit.org
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